Data Sheet: Virus Protection, Antispam, and Content Filtering

Symantec™ Mail Security for SMTP

Email security software with integrated, best-of-breed antispam, antivirus, and content filtering
technologies stops spam, viruses, and other email-borne threats at the SMTP gateway

Typical scenario for small to medium sized organizations
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Overview

Symantec Mail Security for SMTP features best-of-breed
antispam, antivirus, and content filtering protection for
the SMTP gateway. The solution is Symantec Premium
AntiSpam™, powered by award-winning Symantec
Brightmail AntiSpam™ technology, which can detect
spam with a greater than 97% effectiveness rate' and
can prevent false positives with a 99.9999% accuracy
rate’. Real-time scanning using industry-leading
Symantec AntiVirus™ technologies helps ensure
protection from email-borne viruses delivered via spam

and from known or emerging threats. Organizations
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benefit from expanded content filtering and compliance
capabilities and increased protection against Day Zero
viruses, spyware, and adware. Graphical message
tracking enables administrators to easily track the
status of any email message processed by the system.
Convenient deployment with embedded MTA provides
seamless integration into existing messaging

environments.

Confidence in a connected world.

Key benefits

« NEW! Day Zero virus prevention automatically
quarantines suspicious messages to reduce

vulnerability to early-stage attacks

NEW! Spyware/Adware dispositions minimize

infections due to malicious code

« NEW! Improved content filtering and compliance tools
such as dictionary scanning inside attachments and
true file typing help organizations meet corporate and

regulatory compliance requirements

NEW! Graphical message tracking lets administrators
check the status of any email message processed by

the system

¢ NEW! Comprehensive reporting helps administrators
gain visibility with more than 50 on-demand and

scheduled reports

Email firewall technologies reduce directory harvest
and other email-borne threats against the email

structure
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¢ Next-generation policies combine multiple actions per

recipient and dynamic group population with LDAP

e Spam protection features Symantec Premium
AntiSpam®, powered by Brightmail AntiSpam
technology, which can stop more than 97% of spam*
while producing less than one false positive for every

million emails analyzed’

e Automatic spam and virus rules updates are delivered
every 5-10 minutes, providing the most effective,
real-time protection from new spamming techniques

and traffic patterns

Powered by Symantec AntiVirus engine—winner of 17
consecutive Virus Bulletin 100% Awards—to minimize

network disruptions caused from virus outbreaks

Delivered in a flexible software deployment option

Backed by Symantec Security Response, the world’s
leading antivirus and Internet security research and

support organization

System requirements

Windows®

Intel® Pentium® 4 processor or compatible

1 GB RAM minimum (2 GB or more recommended)

512 MB disk space minimum (2 GB or more

recommended)

3. Symantec Premium AntiSpam is an optional add-on to Symantec Mail
Security for SMTP 5.0
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Solaris™
¢ UltraSPARC processor
¢ 1 GB RAM minimum (2 GB or more recommended)

* 512 MB disk space minimum (2 GB or more

recommended)
Linux®
¢ Intel Pentium 4 processor or compatible
* 1 GB RAM minimum (2 GB or more recommended)

* 512 MB disk space minimum (2 GB or more

recommended)
LDAP synchronization
* Microsoft® Active Directory 2000

¢ Microsoft Active Directory 2003

Sun™ ONE Directory Server

¢ Microsoft Exchange 5.5

¢ Lotus Domino® 6.5

Spam folder agent

* Lotus Domino 6.5

¢ Microsoft Exchange 2000

¢ Microsoft Exchange 2003

Web browser

¢ Microsoft Internet Explorer 6.0
e Firefox 1.5

To evaluate Symantec Mail Security for SMTP, please

visit ses.symantec.com/trysms

Confidence in a connected world.
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More information

Visit our Web site
http://enterprise.symantec.com

To speak with a Product Specialist in the U.S.
Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.

For specific country offices and contact numbers, please

visit our Web site.
About Symantec

Symantec is a global leader in infrastructure software,
enabling businesses and consumers to have confidence
in a connected world. The company helps customers
protect their infrastructure, information, and
interactions by delivering software and services that
address risks to security, availability, compliance, and
performance. Headquartered in Cupertino, California,
Symantec has operations in 40 countries. More

information is available at www.symantec.com.
Symantec World Headquarters

20330 Stevens Creek Blvd.
Cupertino, CA 95014 USA
+1 (408) 517 8000

1(800) 721 3934

www.symantec.com
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